IIpuaoxenue Ne3

CBeeHnsi 0 peain3yeMbIX TPeOOBAHHUAX K 3aIHATE MEPCOHAIBHBIX JAHHBIX B
000 «IK0TEeXHOMEHEIKMEHT

3amuTa nepcoHanbHbIX HaHHBIX B OO0 «DKOTEXHOMEHEIKMEHT» 00EeCIICUnBAETCS B
COOTBETCTBHH ¢ DezepanbHbiM 3akoHOM oT 27.07.2006 Nel52-D3 «O nepcoHaNIbHBIX JaAHHBIX»
(nanee mo Ttekcry — @3 «O mnepcoHaTBHBIX AaHHBIXY»), IlocTanoBienuem IlpaBurenscTBa
Poccuiickoit ®enepamuu ot 01.11.2012 Ne 1119 «O6 yrtBepxaeHun TpeOOBaHHUN K 3allUTE
IEPCOHANBHBIX JAaHHBIX IPH UX 00paboTke B HMHOOPMAIHOHHBIX CUCTEMax IepCOHAIbHBIX
nannbixy», IIpukasom @CTOK or 18.02.2013Ne 21 «O6 yrBepiaennu CocraBa ¥ COJEpKaHUS
OpPraHM3aIMOHHBIX H TEXHHYECKHX Mep Mo 00eCreyeHHI0 0e30MacHOCTH TIePCOHABHBIX JaHHBIX
npH ux 00paboTke B MHPOPMAIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JaHHBIX)» TMOCPEICTBOM
peaiu3aiyy MIPaBOBBIX, OPraHU3ALMOHHBIX M TEXHUYECKHX MEpP, HEOOXOIMMBIX M JOCTATOYHBIX
11 obecnieyeHus TpeOOBaHUH 3aKOHOIATEIHCTBA B 00JIACTH 3aIUTHI IEPCOHATBHBIX TAHHBIX.

1. IIpaBoBEIE MEPBI BKIIFOYAIOT B CEOSL:

* pa3paboTkKy JoKalbHBIX akToB OO0 «DKOTEXHOMEHEDKMEHTY», PpEeaU3yIOIHX
TpeOOBaHMs POCCUICKOr0 3aKOHOATENILCTBA, B TOM Ynciie I[OJMTHKY B OTHOIIEHHH 00pabOTKH
IIEPCOHANBHBIX [JAHHBIX, M pa3MelleHHe ee Ha OoQHuIHaIbHOM HHTepHeT-caiite OO0
«IKOTEXHOMEHEKMEHTY,

* peamu3anus TpeOOBaHUH O COOJMIOAECHHH KOH(GHACHIMAILHOCTH IEPCOHAIBHBIX
JTaHHBIX;

* peamusanus TpeboBaHUM 00 oOecreYeHnH peaTn3anu CyObeKTOM MEePCOHATBHBIX
JIaHHBIX CBOMX IIPaB, BKIIIOYas IIPAaBO Ha JOCTYI K UH(OpManuu;

* peanu3aunus TpeOOBaHUH K 3alTUTE EPCOHATBHBIX TaHHBIX OT HEITPABOMEPHOT'O HJIH
CIIy4aHOro JOCTylla K HHMM, YHHYTOXXEHHS, H3MEHEHHs, OJOKMpOBaHUS, KOIHPOBAHHS,
MIPEI0CTABJIEHHUS, PACIIPOCTPAHEHH S IIEPCOHATIBHBIX IaHHBIX, a TAKXKE OT HHBIX HETTPAaBOMEPHBIX
JIECTBUY B OTHOIIEHUU NIEPCOHATBHBIX JAHHBIX;

* peanu3auus MHBIX TpeOoBaHUi 3aKOHOMaTeNbCTBA Poccuiickoit Penepanuu;

* OTKa3 oOT JOOBIX CIOCOOOB 00pabOTKH  MEPCOHATBHBIX  JAHHBIX, HE
COOTBETCTBYIOIIMX LM, 3apaHee npenonpeneaeHHsIM OO0 «DKOTeXHOMEHEDKMEHTY.

2. OpraHu3alMOHHbBIE MEPBI BKJIIOYAIOT B CeOs:

® Ha3Ha4YCHHUC JIHMIAa, OTBETCTBCHHOI'O0 3a OPraHMU3alHIO 06pa60TKH MIEPCOHAJIBHBIX
JAHHBIX;

* Ha3HaYeHHeE JIMIA, OTBETCTBEHHOTO 3a obecredyeHue 0€30MacHOCTH NePCOHATBHBIX
JAHHBIX B HUHPOPMAIIMOHHBIX CHCTEMAaX;

* orpandyeHue cocraBa paboTHHKOB OOO «DKOTEXHOMEHEIKMEHT)», HUMEIOIIUX
JIOCTYTI K IEPCOHAIBHBIM IaHHBIM, ¥ OPTaHU3AlMIO PA3PEHIUTENBHOM CUCTEMBI JOCTYTIA K HIM;

* o3HakomiieHHEe paboTHUKOB OO0 «DKOTEXHOMEHEIKMEHT» C IOJOKECHUSIMH
3aKoHoJaTenbcTBa Poccuiickoit ®enepanuu O MEPCOHAIBHBIX MAHHBIX, B TOM YHCIIE C
TpeOOBaHHMAMH K 3alllUTe [EePCOHAIBHBIX JaHHBIX, C JIOKaIbHBIMH akTamu OO0
«DKOTEXHOMEHE/DKMEHT» II0 BOIpocaM O0pabOTKH MEpPCOHATBHBIX MJaHHBIX, OOydYeHHe
yKa3aHHBIX paOOTHHKOB;

*  OIpEAEICHUE B TPYIOBBIX 00S13aHHOCTSX U JOJDKHOCTHBIX HHCTPYKIMSX paOOTHUKOB
000 «IKOTEeXHOMEHEKMEHT» 00s3aHHOCTEH MO obOecredeHu0 O€30MacHOCTH 00paboTKU
IIEPCOHAJIBHBIX JAHHBIX U OTBETCTBEHHOCTH 32 HapyLICHHE YCTAaHOBJICHHOTO MOPSIKA;

¢ OpraHu3aluro yqéTa MaT€pUuajIbHbIX HOCHUTEJIEH IIEPCOHAJTIBHBIX MOAaHHBIX W HX




XpaHeHHsl, 00eCIIeYHBAIOINX NIPEIOTBPAILCHUE XUIICHHSI, I0JIMEHBI, HECAHKIIMOHUPOBAHHOT'O
KOIIMPOBAHHUS M YHHUTOXKCHHUS;

* OmpeJeleHHe yrpo3 0e30MacHOCTH NEepPCOHATBHBIX JAHHBIX IPH UX 0OpaboTke B
MH(OPMAIMOHKEEIX CHCTeMaX, ()OPMHUPOBAHHUE HA X OCHOBE MOJIENEH Yrpo3;

* BBeJ€HHME pexuma 0e30macHOCTH 00paboTKM W OOpaimieHus C MEPCOHANBLHBIMU
JAHHBIMH, pa3MEIICHHE TEXHUYECKUX CPEICTB 00pabOTKK NEPCOHATBHBIX JAaHHBIX B Ipeesax
OXpaHsEMOU TEPPUTOPHH;

* OrpaHHYeHHE  JONyCKa  IIOCTOPOHHMX Jun B momemeHus  OOO
«DKOTEXHOMEHEKMEHT, HEJIONYIIIeHHe X HAXOXICHHS B IOMEIIEHHUSX, II€ BeAeTcs paboTa
C NEPCOHAIBHBIMH JaHHBIMM M pa3MELIAIOTCs TEXHUYECKHE CpecTBa UX 00paboTku, Oe3
KOHTPOJIAA O cTOPOHEI paboTHHKOB OO0 «DKOTEXHOMEHEKMEHT».

3. Texuuueckue MepbI BKJIIOYAIOT B ceOs:

* OIpeJeeHHe TUIA yrpo3 0€30IacHOCTU NMEePCOHATBHBIX JAHHBIX, aKTyaJbHBIX IS
MHOOPMALMOHEBIX CHCTEM II€PCOHATBHBIX JAHHBIX C YYETOM OIIEHKH BO3MOXHOIO Bpena
CyOBEKTaM IEPCOHATIBHBIX JAHHBIX, KOTOPBIA MOXET OBITh MPUYMHEH B CIydae HapylIeHHs
TpeboBaHMii G230MaCHOCTH, OIPE/IeNIeHHEe YPOBHS 3alIUIIEHHOCTH MEPCOHATBHBIX JaHHBIX U
peanu3anuio TpeOOBaHUM K 3alUTe MEPCOHATBHBIX MJaHHBIX IpH HX o00paboTke B
MHGOPMALMOHHBIX CHCTEMaX, HCIOJHEHHE KOTOPBIX O0ECIeYMBAET yCTAHOBICHHBIE YPOBHH
3alUIIEHHOCTA IEPCOHATBHBIX IaHHBIX;

*  pa3paboTKy Ha OCHOBE MOJIENIN YTPO3 CUCTEMBI 3aIUThI IIEPCOHATBHBIX JAHHBIX IS
ycraHoBieHHBIX IlpaBurensctBoM Poccuiickoit ®Denepauuu  ypoBHEW —3alMIEHHOCTH
IIEPCOHABHBIX JAHHBIX IPH UX 00paboTke B HHYOPMAIIMOHHBIX CHCTEMAX;

* MHCNOJb30BAaHME JUIA HEHTpPAIM3alMM aKTyalbHBIX YIPO3 CPEACTB 3allUThI
nHGOpMaIMH, [IPOLIEANIAX IPOLEYPY OLIEHKH COOTBETCTBHS,

* oneHKy 3(QQEKTHBHOCTH NPHHUMAEMBIX Mep IO obecredeHHI0 0e30macHOCTH
NePCOHAIBHBIX JaHHBIX;

*  peanM3alMIO CUCTEMBI pa3rpaHUYEeHUs HOCTyna pabOTHHKOB K HWH(pOpMaIuy,
CoJepXKalllell NepCcoHaNbHbIE JaHHBlE, 0OpabarpiBaeMoii B MHG)OPMAIMOHHBIX CHCTEMaX, U
IPOrpaMMHO-aINapaTHBIM U IIPOrPaMMHBIM CPe/ICTBaM 3aIlUThl HHPOPMAIIHH;

* peracTpanuio M y4€T IEHCTBUM C MEPCOHAIBHBIMU JAHHBIMH I10JIb30BaTENEH
HMH(OPMAITMOHHBIX CHCTEM, Iie 00pabaThIBaIOTCS IEPCOHATIBHBIE TaHHBIE;

* BBIZBIIEHHE  BPEJOHOCHOIO  IPOrpaMMHOro  obecredyeHuss  (MIpUMEHEHHE
AHTUBUPYCHBIX  IIporpaMM) Ha  Bcex y3nax uHpopmamumonHod cetu 00O
«IOKOTEXHOMEHEIKMEHT, 00eCIIeUNBAIOIINX COOTBETCTBYIOIIYIO TEXHUYECKYIO BO3MOYKHOCTH;

¢ 0e3omacHOE  MEXCETeBOe  B3aMMOJEHCTBHE  (IPUMEHEHHE  MEXCETEBOIO
SKpaHUPOBAHUA);

* oOnapyxeHHe BTOPXKEHU I B UH(POPMAITHOHHY IO CUCTEMY 000
«DKOTEXHOMEHE/DKMEHT», HapyIIAIOIMX WM CO3JAIOMINX MPEANOCHUIKH K HapyUIEHHIO
yCTaHOBJIEHHBIX TPeOOBaHHH 110 0OecnedeHuI0 6e301aCHOCTH MePCOHATBHBIX JaHHBIX;

*  peryJisipHOe pe3epBHOE KOomHMpoBaHHE HMH(opMmauuu u 0a3 JaHHBIX, COAEPIKAIIUX
IIEPCOHAJIBHBIE JaHHbBIE CYOBEKTOB EPCOHABHBIX JAHHBIX;

* IEepUOAMYECKOE  IpPOBEJEHHE  MOHHUTOPHUHTA  JICWCTBHH  ITOJIb30BaTeIeH,
pazbupatenbeTB N0 (pakrtam HapyuieHus: TpeOoBaHUT O€30IaCHOCTH MTEPCOHANBHBIX JAHHBIX;

*  peryJsipHble IPOBEPKH COOTBETCTBHUS CHCTEMBI 3allIUTHI MEPCOHATBHBIX JTAHHBIX,
ayMT YPOBHS 3alIMIICHHOCTH IE€PCOHAIBHBIX JAaHHBIX B HMH(GOPMALMOHHBIX CHCTEMAax
IIEPCOHAIBHBIX JIaHHBIX, (YHKIIMOHHMPOBAHUS CPEACTB 3alIUTHl WHPOPMAIMH, BBIIBICHUS
M3MEHEHHH B pe)KUMeE 00pabOTKH U 3aIlUTHI IEPCOHATBHBIX TaHHBIX.



